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DEPARTMENT OF HEALTH WESTERN AUSTRALIA

(DOHWA)

CONFIDENTIALITY  ACKNOWLEDGEMENT
(for applicants who are WA public sector employees)
BACKGROUND
	A). Application has been made for Confidential Information for the project titled 

	PROJECT NUMBER
	PROJECT NAME (“the project”)

	
	

	B). You are requesting authority to have access to Confidential Information provided by the DOH WA for the project.
C). You are a WA state public sector employee.
D). The DOH WA requires that Confidential Information must be kept strictly and absolutely confidential and always handled as required in accordance with the approved protocols, DOH WA policies and with all applicable legislation.
E). The DOH WA requires that all persons authorised to have access to Confidential Information acknowledge their obligations to uphold confidentiality.
F). You are subject to obligations of confidentiality under your contract of employment.
G). You are subject to a duty of confidentiality under the common law when you receive or have access to confidential information provided for the project.


1.
DEFINITIONS
	‘Confidential health information’ means information that is made available to you for use in the project, whether orally or in writing, or by any other means, that is:

	· personal health information about an individual whose identity is reasonably apparent,

· any other personal information about an individual whose identity is reasonably apparent, or

· any other information that is by its nature confidential.

	‘Retention and Disposal Plan’ means the Retention and Disposal Plan approved for the project.

‘Security Plan’ means the Security Plan approved for the project.


2.
CONFIDENTIALITY OBLIGATIONS
	You acknowledge that:

	2.1. You must protect Confidential Information provided for the project in your control or possession against loss, unauthorised use, access, modification or disclosure.
2.2
You must use or disclose the Confidential Information only for the purpose of the project and only in accordance with the procedures specified in the approved protocol for the project.

2.3
You must deal with the Confidential Information only in accordance with the conditions specified in the approved protocol for the project.

2.4
You must not use the Confidential Information to attempt to identify or make unauthorised contact with any individual or to provide the Confidential Information to another person for those purposes.

2.5
You must not make any unauthorised merger of the Confidential Information with any other information set, including information files provided for two separate projects.

2.6
You must not disclose any Confidential Information to any person other than another person authorised for the project.

2.7 You must not publish any information provided by the DOH WA or derived from that information from which the identity of an individual is apparent or can be reasonably ascertained unless the individual has given their written consent to be identified in the publication.


3.
CONDITIONS FOR THE PROJECT
	You agree that: 

	3.1 
You must comply with all the conditions and requirements of the approved Security Plan for the project

3.2 
You must conduct any tasks relating to the retention and disposal of the confidential Information in accordance with the approved Retention and Disposal Plan for the project.

3.3 
You must comply with all your obligations under the DOH WA Practice Code for  the Use of Personal Health Information.

3.4 
You must provide any additional information about the project requested by the DOH WA or the Executive Officer of the Department of Health WA  Human Research Ethics Committee (DOH WA HREC) and permit and assist with the conduct of any random checks or any additional mechanism deemed necessary by the Department of Health WA or the DOH WA HREC to monitor compliance of the project with the approved protocol, the Practice Code and this agreement.

3.5 
You must ensure that the Executive Officer of the DOH WA HREC is notified of any breach of the approved protocol for the project, any breaches of security of the Confidential Information and any complaints, adverse events or other relevant circumstances relating to the Confidential Information.

3.6  
If you are required by law to disclose any Confidential Information you must  immediately notify an appropriate senior staff member of the DOH WA before making such disclosure. In such circumstances you must cooperate with the DOH WA to use all reasonable efforts to minimize the extent of such disclosure and shall not be in breach of this Agreement for having made a disclosure in accordance with this clause.

3.7 
Any breach of these conditions will be considered a breach in the conduct of the project and will be dealt with in accordance with the DOH WA HREC Standard Operating Procedure for the Handling of Adverse Events and Breaches in the Conduct of a Project.


4.
CONSEQUENSES OF A BREACH OF CONFIDENTIALITY
	Any breach of your confidentiality obligations may be considered misconduct and may lead to the following consequences, as applicable:

	4.1 your relationship with DOH WA may be terminated;

4.2 your misconduct may be reported to your employer;

4.3 your misconduct may be reported to any external agency with jurisdiction (eg. professional registration board);

4.4 your misconduct, if it is likely to constitute a breach of section 81 of the Criminal Code in relation to unauthorised disclosure of official information, may be reported to the Police;

4.5 your misconduct may be reported to the Corruption and Crime Commission; and

4.6 
your misconduct may be considered to be a breach of discipline and may be dealt with in accordance with Part 5, Division 3 of the Public Sector Management Act and the Department of Premier and Cabinet’s ‘Disciplinary Procedures Guide’.


5.
SURVIVAL
	Your obligations of confidentiality will indefinitely survive the termination of any relationship between you and the Public Service.


PLEASE NOTE: 
Declaration is on the next page.
DECLARATIONS
	I have read this Confidentiality Acknowledgement and the DOH WA Practice Code for the Use of Personal Health.

	I declare that :

· I understand my obligations acknowledged in this Confidentiality Acknowledgement;

· I understand my obligations under the DOH WA Practice Code for the Use of Personal Health Information;
· I understand the conditions under which confidential information is provided for this project;

· I will comply with obligations and conditions specified in this Confidentiality Acknowledgement and in the Practice Code for the Use of Personal Health.

	
	
	

	Signature
	
	Name

	
	
	

	Position
	
	Date

	

	Organisation


WITNESS     

(Witness should not be a member of the project team)
	
	
	

	Signature
	
	Name

	
	
	

	Position
	
	Date


DECLARATION BY PRINCIPAL INVESTIGATOR
	
	is authorised by myself to work on the project titled

	(insert name of person entering into the Confidentiality Agreement)
	

	

	(project title)

	and to have access to confidential data provided for the project.

	
	
	

	Signature of Principal Investigator
	
	Date
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